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Abstract— It is known that the accuracy of data analysis and 
artificial intelligence models that trained and tuned on the basis of 
data is closely related to the quality of the data set. The quality of the 
data set depends on several factors, one of the most important of 
which is the absence or elimination of anomalous data in the data set. 
Anomalous data has such a property that artificial intelligence models 
work normally with a data set with this anomalous data. That is, 
artificial intelligence models do not notice at all that they are working 
with incorrect data. As a result, the artificial intelligence model returns 
an incorrect results, which may lead to incorrect conclusions about the 
object. Therefore, today, the detection of anomalous data in the 
datasets is one of the studies that has retained its relevance. This 
research paper discusses anomalous data, their negative consequences, 
and the types of anomalies in the data set. It also studies methods for 
detecting anomalous data in datasets and analyzes their use cases.

Keywords— anomalous data, types of anomalous data, anomalous 
data detections

I. In t r o d u c t io n

Today, data analysis is gaining ground in all fields [1]. The 
increase in data per second, the interest in identifying hidden patterns 
in this data is motivating the development of the field of data analysis
[2]. It can also be said that the development of artificial intelligence 
and big data technologies has brought data analysis to a new level [3­
5]. The combination of these three fields, data analysis, artificial 
intelligence and big data technologies, provides solutions to complex 
problems in all fields [6-10]. In other words, the combination of 
these three fields increases the possibilities of making the right 
decisions in all fields. However, the increase in the volume of data 
also increases the likelihood of encountering unexpected information 
in this data [11]. It is known that the occurrence of unexpected, that 
is, anomalous data can negatively change the result of conventional 
data analysis or cause the artificial intelligence model to make the 
wrong decision [12]. Therefore, the detection of anomalies in the 
data set remains one of the current issues in the field of data analysis 
and artificial intelligence today.

Anomalous data is data that does not comply with the well- 
defined rules o f normal values in the data set [13]. Typically, 
anomalous data in the data set can arise due to the following reasons 
[14]:

- due to errors in the process of collecting the data set;
- due to the use of different units of measurement or errors in the 

measurement process;
- as a result of the addition of various noises; - as a result of 

incorrect filling in of missing data.

Anomalous data can not only be negative, but also provide an 
opportunity to identify hidden patterns in the data set and identify 
new concepts. Therefore, the process of detecting and processing 
anomalous data is complex. Moreover the main difficulties in 
detecting anomalous data are followings:

- the difficulty of knowing in advance all possible normal values 
in the data set;

- the difficulty of determining a clear boundary between normal 
and anomalous values;

- the fact that sometimes anomalous values can be adjusted to 
normal values;

- the fact that values in many areas of data can take on variable 
values, which have the property of increasing or decreasing;

- the need to change anomaly detection models or threshold 
values as the data set changes;

- the lack of labeled data that allows detecting anomalous data 
using artificial intelligence models.

Due to the above difficulties and the high negative impact of 
anomalous data on data quality and artificial intelligence algorithms, 
research on detecting anomalous data in data sets remains relevant. 
Therefore, this research work is dedicated to the topic of anomalous 
data detection, and methods for detecting anomalous data will be 
analyzed throughout the research work.

II. Anom alous d a tad e tec tio n  methods

A. Types o f anomalous data
Before descnbing the methods for identifying anomalous data, it is 

necessary to know the types of anomalous data. usually, anomalous 
data is divided into 3 types [15]:

- Point anomaly; - Contextual anomaly; - Collective anomaly.

Point anomaly indicates that an anomaly is observed for the values 
of exactly one field in the data set. For example, the occurrence of 
values of 15 or - 5 from the normal values in the range [1:10] 
represents a point anomaly.

Contextual anomaly indicates that the value in one field does not 
correspond to the second field in two or more related fields. For 
example, in a data set with time and temperature fields, the value of -50 
C in June indicates an anomaly. If this situation were observed only for 
the temperature field, this value would not be considered anomalous. 
Because the temperature field of -50 C is present in the data set.

Collective anomaly refers to an anomaly in a subset of the data set, 
rather than a single piece of data within the data set.

B. Types o f anomalous data detection methods
Detecting anomalies in data sets is a long-standing research area, 

and there are several methods for anomaly detection. These methods 
can be summarized as the hierarchy of anomaly detection methods 
shown in Figure 1.

Fig. 1. Types of anomalous data detection methods
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As can be seen from Figure 1, anomalous data detection 
methods are divided into two groups. The first group of methods is 
based on graphical representation. They allow detecting anomalous 
data by visually representing the data in the form of diagrams, tables, 
histograms, graphs, etc. Among these approaches, the most common 
and effective are histograms and coordinate system approaches.

The second group of methods are methods based on 
mathematical statistics, which are based on the distribution of data, 
its deviation from normality, the differences in distances between 
data, and similar statistics. There are several methods based on 
mathematical statistics, the most widely used of which are the 
following:

- Gaussian methods are methods based on the Gaussian 
distabution, an example of which is the Box-plots method [16]. In 
the Box-plots method, boundary values based on quartiles are 
determined, and data outside this boundary are considered 
anomalous data. Usually, Q1-1.5xIQR is taken as the lower 
boundary, and Q3+1.5xIQR is taken as the upper boundary. Here, 
Q1 represents the first quantile value in the data set, and Q3 
represents the third quantile value, IQR=Q3-Q1. This Box-plots 
method is used to identify Point anomalies;

- Clustering-based methods. These methods are based on 
clustering data and identify data that does not belong to any cluster as 
anomalous data. A  vivid example o f these methods is the DBSCAN 
algorithm [17-19]. The DBSCAN clustering algorithm uses 2 main 
concepts in the process of accepting data as anomalous. These are 
Eps and MinPts. Eps is the maximum distance between neighboring 
points to belong to a cluster. MinPts is the minimum number of 
points required to be a cluster. In short, in this method, if a piece of 
data is located far from the eps distance of a cluster and the number 
of data around it that are smaller than the eps distance is less than 
MinPts, this data is considered anomalous data. These Clustering- 
based methods is used to identify all types anomalies.

Distance-based methods. There are several methods that fall into 
this class, a clear example of which is the ABOD method [20]. This 
method is called the ABOD Angle-Based Outlier Detection method. 
This method, which is used to detect anomalies, is based on 
calculating the angular variations between points. In this, the angular 
dispersion of each selected object is monitored.

Ш. CONCLUSIN

In general, the study revealed that the detection of anomalous 
data in a dataset has played an important role in modern data analysis 
and artificial intelligence. The study also revealed that there are 
several methods for detecting anomalous data today. However, one 
of the main shortcomings of these methods is the problem of 
defining clear boundaries. In this case, as the dataset changes, the 
boundaries also change, complicating the study. In general, the study 
of methods for detecting anomalous data in a dataset and the 
development of rules for using these methods is one of the current 
research areas in the field of science.
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