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Abstract. The article presents a model of stability analysis of a distributed information system
in the sense of sustainable provision of its information security with some means of protection.
It is assumed that the information system in question is operating in real time. On the basis of
the proposed model, the area of functional security of a distributed information system under
the influence of information attacks of the enemy is constructed, while this task is solved from
the condition of specified allowed intervals: the probability of ensuring the information
security of the system under consideration, as well as the criterion of deterioration of the main
indicator of its effectiveness from enemy interference in process of its functioning. In the form
of a strict sequence of actions, an algorithm is formulated to implement the proposed model in
practice, provided that the information security of a distributed information system is managed
reliably.
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1. Introduction

Among open works in which the issues of information security or information protection are affected
in one way or another, there are practically no works that deal with issues related to sustainable
management of the required level of information security, that is, the bulk of open works do not test
the level of information security of certain systems in terms of its sustainable position.

At the same time there is an increase in the need for works related to the resolution of issues of
information security and information security. This can be seen from the continuous growth of works
aimed at covering the development, design and operation of information systems.

Let us mention some of these works. Firstly, it is possible to single out a large cluster of works
devoted to the processing of graphic and video information [1-3], which notes the fact that ever larger
and larger volumes of information need to be stored and processed. A special place in the design,
development and operation of such systems is occupied by the preliminary practically consistent
modeling of the processes in these processes [4-6]. The complex systems considered in these works
naturally need reliable protection against interference by third parties in the process of their
functioning, as well as the sustainable provision of this protection process.

It is natural to note that in all systems using the models and methods noted in [1-6], it is necessary
to apply sufficiently reliable approaches, models and methods to ensure the safety of the information
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that is circulated and processed in these systems. In this regard, we recommend that attention be paid
to a number of the following papers [7-12], in which the basic principles, approaches and methods are
sufficiently thoroughly expounded, which allow both to substantially increase the information security
level of a particular system, and to ensure the necessary level of information security of the said
system.

In addition to the works [7-12], we will further propose an approach to the stable provision of
information security of data in arbitrary distributed information systems, mainly functioning in real
time.

2. On stability in a classical and managerially significant sense

In the classical understanding of stability, the following meaning is usually embedded: the ability to
return with the passage of time of the system after removing some perturbing influence in a state in
which the system remained until the application of the indicated effect on it.

A situation is possible when a certain system A, being under the influence of external perturbations
or else also internal, is in principle not stable in this sense. But if it is possible to build some control
system B, which is preemptive, and having a sufficiently high degree of speed, it exerts such
influences that extinguish the internal and external influences that excite the system A, deriving it
from equilibrium in the classical sense of the word of position, then such a system A", already newly
formed, can be called stable. In principle, such a state of affairs becomes possible when the control
system A of the selected control scheme is provided in the prediction mode of its possible behavior to
a certain extent (for example, future states of system A) under the influence of external controls
(environment), internal changes and own control actions resulting from the constructed control
subsystem B.

In the course of analysing and ensuring the sustainable management of the information security of
a distributed information system, it is necessary to adhere to exactly this understanding of
sustainability, which is given in the previous paragraph; further, based on this, all arguments are based
on building a model for analysing the stability of the information security of distributed information
systems.

3. The model of analysis of the stability of information security
Let's pass to the consideration of the model allowing to analyse and form a stable management of
information security by some distributed information system.

We assume that the system under consideration can be subject to enemy attacks, while the
information security administrator of this system is able to predict the nature and intensity of these
attacks.

Considering what has been said, let us pass to the definition of the so-called functional safety
domain of the given system.

We introduce the following notations: q is the probability of ensuring the information security of
the system in question, AE is a possible reduction in the functional efficiency indicator of the system
under consideration from harmful enemy actions in the system operation.

The expression AE(q) will have a maximum value of AE. in the case where q = 0 and the lowest
AEnmin at g = 1, respectively. It should be noted that the value of E.;, is not directly related to the level
of information security of the system, since the system may not fulfill its functional load and for
reasons far from the information security of the system, but this influence must be taken into account
and clearly defined in practical tasks. The general form of the dependence AE(Qq) is shown in figure 1.

We will assume that r, and r,, respectively, the duration of the cycle when performing manual and

automated control of some considered system. Then we can assume that AEpmax =rp—ry and

AEin =€, Where the value e >y .

Let for the considered system the interval [AEq,AE>] is defined, the meaning of which is that the

values of its components correspond to the mode of normal functioning, the permissible level of
information security.
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Figure 1.The general form of the dependence AE(q).

We introduce an expression Z;(q) characterizing the resource costs that should be created to
create an information security system for some distributed information system with a probability value
g for it.

In order to find the optimal value of the indicator g, it is proposed to solve the problem of the
following form:

(AE,Z;) > min
0<qg<1

We shall construct a set of optimal solutions of this problem by minimizing the following linear
convolution:
L(g,d)=aAE(Q) + (1—a)Zs(q) > min
0<q<l,a e (0).
If the functions AE(q) and Z(q) are continuous and differentiable, then for the indicated linear

convolution one can write the parametric solution in the indicated form: qO = q(&),a €(0,1). Then, the
values oq and ao can be calculated as: o4 =arg{q(a) = q(l) } and ap = arg{q(a) = q(z) }

Accordingly, we form the interval [qo(al),qo(az)], the probability value q* is selected from it.
The chosen choice should be made by the decision maker from the staff of the system in question and

the developers of the information security system. In addition to selecting a compromise value q*, a

value = Aq is selected that limits the guaranteed interval [q* —Aq,q* +Aq] c [q(l),q(z)] change the

probability of ensuring the information security of the system.

The level of information security of the system, dictated by the boundaries of the interval, should
be ensured with the help of the correct choice and introduction in the practice of its work of
appropriate methods and means of software and hardware information protection.

It should be noted that in order to ensure a given level of information security [q* —Aq,q* +Aq],

all the selected security measures should be subjected to the procedure of automated testing using the
methodology proposed and described in [7-10].

Let us proceed to the formation of a model of the system, which can be under the direct harmful
effect of information attacks by a potential adversary.

In the course of the conducted review of the open publication it was revealed almost complete
absence of similar models.

At the first step of constructing such a model, we confine ourselves to a simplified functional
model of such a system. In this case, we base the model on the formalism of Markov processes, in
which the set of states is discrete, and it is also assumed that time flows continuously.

We will assume that the system under consideration can be in the following two states: Sg - the

system is functioning normally, its information security level is estimated as satisfactory; Sq - the
system suffers damage, being under the influence of some information attacks of a potential adversary.
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We assume that the attack flow can be regarded as approximately Poisson and can be characterized
by the intensity A.

In the event that an attack is detected on the system, then there are regulated actions to track its
impact on the system. We will assume that in view of the fact that there is uncertainty in the direction
and possible consequences of the attack, the regulatory actions will require the expenditure of time
subject to a random law. For simplicity of the initial description of the model, we will assume that this
law is indicative with its characteristic parameter u, which should be interpreted as the recovery rate of
a given level of information security of the system, figure 2.

A

TN
W@

Figure 2. The nature of the interaction of the distinguished states of the system.
We take the following notation: PFj(t) - the probability of finding the system at time t in the state

Sj,i= (0_,1) . The above probabilities can be determined from the following mathematical model, which
is built on the basis of the graph, which is shown in Figure 2:

Po=—A-Po+u-PL; 1)
PL=A-po—k-p1, t=to; ()
po(®) + pr(t)=1 t=tp; (3)
Po(to) = Poo.  P1(to) = P1o- 4)

The next step is to determine the equilibrium position of the system p* =(p6, pf). To this end,
well-known approaches can be used, as a result of which we obtain the following expressions:

__HK __ B ] s (p)(t-to).
Po (t) Mu{poo x+u]e ;

1 (1) = j.e—(kﬂt)(t—to).

A Ep A
~| p1o -
A+p A+p ©)

From (5) it follows that the equilibrium point (pS,pf) of system (1) - (4) is in its way
asymptotically stable in the sense of Lyapunov, and it is independent of the values of the parameters
tg, Poo.Mand p.

Thus, it can be argued that a system that is described by the model (1) (4) and operates on a
sufficiently long time interval does not require stabilizing stability management in the sense that is
given in this paper.

The parameter p itself, which is included in the model (1) - (4), will be used directly to solve the

problems of ensuring the required level of information security of the system, which should not exceed
the limits specified by the interval [q*+Aq].

So, it is known that

Po = Po(®) p1=pu()

We require that the following inequalities hold:

q —Aq<po(n)<q +Aaq. 6)
To satisfy inequalities (6) it is necessary and sufficient that:

@ —AQh (9 +Aqh

1-gqg +Aq 1-qg —-Aq @)
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We introduce the following notation:
A TEA A
I, =4 q |2_q qHH= q*
1-a @)
Otherwise, inequalities (8) can be written in a relatively shortened form, for example:

I < (WA) <o on their basis, it is convenient to obtain a set of admissible values for the control of the

information security level of the parameter p. This set is represented in figure 3 and from it follows the
following: the increase in the intensity A of the information attacks of a potential adversary on some
distributed information system under consideration should be reflected in the growth of the
corresponding intensity of control and restoration of the information security systems of the system p.

T

*

1—q*+Aq. 1—q*—Aq.

M

Mi

M1

Figure 3. Set of admissible values for the control parameter of the information security level p.

Summarize the above in the form of a sequential algorithm for managing the information security
of the system and in which we will include the following steps:

1) systematic collection, accumulation and processing of data on information attacks on the system,
finding a value As that should characterize the actual intensity of attacks on the system, while finding

the value A should occur over the period of system operation time;
2) determination of values pq u po and intensity p of control and restoration of information

security systems of the system that correspond to the boundary conditions for the solution of the
problem in accordance with formulas (7) and (8);
3) the implementation by the chief administrator of information security (the decision maker) is a

sequential choice of value He € (u1,12) , while the DM should be guided by the capabilities of the
system's personnel and the available means of ensuring information security;
4) finding a sequence 61,0,,63,... of temporary control points for unauthorized access to the

system, as well as the accompanying restoration of possible damage, using the formula:

Oy :_imgr

Po 0 r=123.,
where &, is a random number uniformly distributed in the interval (0;1).

At the final stage of the proposed methodology, it is proposed to adhere to the principle for the
protection of information, which is based on some stochastics [7-11]. We use for this purpose the
distribution function of the random duration of the time interval T between two neighboring checks
and the subsequent possible restoration of the system's information security:

Ft)=P{T <t}=1-e M
and also we will use the following condition:
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to form a set of values 61,05,..., which due to this will be distributed according to the exponential law

with a given distribution parameter p.

In our opinion, a random strategy for monitoring and restoring the actual level of information
security of the system is more effective than such deterministic strategies as periodic diagnostics and
restoration of information security tools; control and restoration of information security means by
alternating changes of information security administrators of the system; carrying out of complex
diagnostics at each change of administrators of information safety.

The most obvious drawback is that a potential enemy, knowing their time parameters, can organize
information attacks in those intervals of time in which a complete or partial verification of the
information security of the system will be conducted.

Note that in order to simplify the work of the decision maker in step 3) when choosing a value
uf € (uq,p9), itis possible to use the results of solving the following optimization problem:

Xq) ]
—  min
Ap+r pelugpg)
Cu)=cu— min
ne(ug,p2) (9)
In problem (9), the first criterion is designed to ensure the preservation of the equilibrium position
of the system under consideration in the information attacks of a potential adversary.

p1 () =

The physical meaning of the value pf can be extracted as follows, namely: the value pf

determines the average percentage of attacks missed by the means of protecting the information of the
system from the potentially carried out by the enemy.

Note that in the meaning of the parameter ¢, which is used in the second criterion of this problem
(9), the average cost of checking and restoring the system is invested with a single violation of the
information security state of the system. In this case, the function C(u) should be interpreted as a
characteristic of the unit cost of inspections and regulatory measures to restore the system, in the case
of a given intensity of attacks on it.

4. An example of an approach to providing information security management process of an
information system

As an example, consider some process of managing the information security of a mobile distributed
control system. The characteristic features of these systems are that the time of their functioning is
usually limited by a finite interval of time [tg,tx ], and also by some area of their functioning [10-12].

They are also subject to systematic information attacks, the nature of which can be described using
model (1) - (4), where t e[tg,tx].

Let us investigate the nature of the function pgq(t), formula (5), on the time interval [tg,tx ] under
the following initial conditions: pg(tg) = pgo the admissibility of the level of information security of

the system in the interval [q* +Aq].
It follows from relation (5) that:
i
A+u
po(t) increases on the interval [tg,ty ]. Let the system make a reference to the nominal control action,
which is given by the following expression:
ne = & >
1-q
Then

Poo <

IV MexnayHaposnast KoHdepeHius 1 Mooa&kHas mkona «MHpopMainoHHble TEXHOIOTHH U HaHoTexHoorum» (U THT-2018) 1551



MaremaTHdeckoe MOJEIUPOBaHUE (PU3HKO-TEXHUUECKUX MIPOIIECCOB M CUCTEM P.I. Tutubalin et al.

| EE
Mup
; }\‘+uf = * "
1-q
As a result, we get:
A(t-tg)

*

po(t)zq*+(p00—q*)e 1-a teltotl, (10)

We note that for q* < poo < q* + Aq function (10) decreases. If the inequality q* —AQ < pgo < q*
is satisfied, then the function pq(t) will increase with increment of its argument. In the event

Poo = q* that we get that pq(t) = q*.

The behavior of the function pg(t) on the interval [tg,tx] for various values pgg e[q* +Aq] is
clearly shown in figure 4.

Po
G +Aq TSI
pOO ----:k > o
* > —e
I000=qlo00 ____:r > ’
~ 4 VLA L L LLLLLAS
q —Aq | |
| K
! t It ”
0 k

Figure 4. The behavior of the function pg(t) on the interval [tg,tx] for various values
Poo €[a *+Adq].

So, if the norms | x(tp)|| and |[[x(t)|| are defined as follows: |poo—q*|SAq and

|p0(t)—q* |<Agq then the completely defined system (1) - (4) will be technically stable in the
described sense on the time interval [tg,ty].
The value of the function pg(t) at the instant of time t=ty is determined directly using the
formula (10) as an expression of the form:
_A(tk—to)

Polt) =0 +(poo—q)e 1@

Now consider the case under which pgg < q* —Aq . There will be some time interval [tp,t;] in
which the information security level indicator of the system pq(t) will not satisfy the level specified

for it [q* + Aq], is shown in figure 5.

Then, in this case, the information security management of the system will consist in finding the
value of p, which would ensure the minimum length of the interval [ty,t1], that is, would approach the

level of information security to the value (q* + Aq) as quickly as possible. But it also requires that the

average cost of measures to ensure the information security of the system would be as close as
possible to the minimum, which can be achieved by using the following integral criterion:
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tk .
wWi(w)= [ (@ + a0)— po(]dt > min

ne(pg,pp) (11)

Po 4

JMqW%?V 7

q —Aq

Poo

ot t t
Figure 5. The level of information security of the system does not meet the requirements.

The physical meaning of criterion (11) corresponds to the area of the shaded area, which is shown
in figure 5.
The criterion of cost optimization when choosing the actual value of p will be written in the
following form:
Wa(n) =c(ty —to)Jp—> min .
ne(p,p2) (12)
Criterion (12) adequately reflects the average cost of diagnostics and restoring information security
of the system on the interval of its operation [tg,tx]. We note that criterion (12) increases with
increasing value of the argument p.
The optimization problem (11), (12) can be solved using a formalism based on the use of a simple
linear convolution:
L(wa) = oWy () + A-a)Wp () >  min
ne(upz)
where o€ (0,1).
Since the functions pg(t) and Wy (x) do not correspond to the linearity conditions, the problem
(11), (12) must be solved with the help of the corresponding special numerical methods.
Among the complexities of solving the problem in hand, we can note the procedure for determining
the boundaries of the interval (ap,a2), which is used to enumerate the values of the convolution

parameter a and, at which the required parameter p e (uq,p2) .

Suppose that the decision maker has chosen a value " e (u(eq ), u(ez ). Based on this, a control
point is determined t; (see figure 5), before the transition from which the system, from the moment of
time tp, the specified level of information security of the system is not reached.

ty =arg{po(t.Af.n )=0q —Aq}. (13)
To find the probability P(tg,t;) that information attacks will take place over a distributed system
over time [tg,t1], consider the connection graph of the system states, which is shown in figure 6.

At
So o S1

Figure 6. The graph of the connection of states of the system.
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The graph in figure 6 corresponds to the following model:
Po=-AfPo_Po(to) = Poo
Solving the Cauchy problem corresponding to this model, we obtain the following solution:

po(t) = pgoe ™ (110);

—Af (t1-tpg).
P(tg,ty) = poge " (1710); (14)
where the control point t; is determined from the expression (13).

As a recommendation, it can be noted that the indicators (13), (14) can be used to select additional
routine maintenance of information security on the time interval [tg,t;].

5. Conclusions
In this article, in our opinion, a model of stability analysis of a distributed information system, worthy
of attention in the sense of sustainable provision of its information security by some means of
protecting information, was presented.

This model of analysis is most applicable for systems that are distributed in space, contain various
elements and modules, both software and hardware, capable of changing their position in space.

The proposed method for constructing and analyzing the area of functional security of a distributed
information system under the influence of enemy information attacks has a broad focus of its
application in the practice of operating.
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